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LEVEL 4 : Web Application Penetration Testing

Introduction to Web PT

DIPLOMA COURSE DETAILS Cnang Susaorare

Access Control Flaws
Ajax Security
Authentication Flaws
Buffer Flaws

Code quality
Concurrency Flaws
Cross Site Scripting
Improper Error Handling

LEVEL 1 : Ethical Hacking

Introduction to ethical hacking
Reconnaissance
Kali Linux Hands on Training

Scanning Networks S
; Injection Flaws
Enumeration

System Hacking Denial of Service
Malware & Threats Duration : 40 to 50 Hrs. Insecure Communication
Sniffers 200 Gb toolkit Insecure Configuration

Social engineering . g Insecure Storage
Denial of Service Online & Offline Classes Malicious File Execution

Session Hijacking Each level certificate Parameter Tempering

Hacking Web Applications Internship Available Session Management Flaws
SQL Injection - - Challenge Online Platform
Hacking Wireless Networks Interview Prepa I'a-tIOl‘!

|IOT Hacking 1 Year MemberShlp

Cryptography

IDS, Firewall, Honeypot
Cloud Computing
Hacking Mobile Platforms
Basics of Penetration Testing

LEVEL 2 : Advance Networking
Networking Fundamentals
OSI| Model
TCP/IP Model
Concept of Layers
Lab Configuration
Network Devices Fundamentals
Internet protocols
Difference b/w IPv4 & IPv6
Subnetting
Router Fundamentals

LEVEL 5 : Mobile Application Penetration Testing

Android Fundamentals
Improper Platform Usage

Routing Protocols
WAN Protocols

PPP / NAT & NAT PAT
SSH

DHCP

BGP

LEVEL 3 : Penetration Testing

Introduction to Penetration Testing
Information Gathering

Scanning

Exploitation

Post-Exploitation

Password & Hash Cracking
Report Generation

CTF Challenge

Insecure Data Storage
Insecure Communication
Insecure Authentication
Insecure Authorization
Client Code quality
Trojan & Backdoor

Code Tempering
Reverse Engineering
Live Application Testing
Testing with Burp Suite
Testing Application on Genymotion



